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1 Overview
This chapter provides an overview of the VASA Provider.

Product version
This document revision applies to 80-02-XX or later.

Intended audience
This document is intended for:
• vSphere™ system administrators, and

• System engineers
You must also be familiar with basic operation of the following:
• HPE XP7 storage system

• VMware vCenter (VASA v2.0 and VVol supported versions)

• Remote Web Console

• VMware vSphere 6.0

• Device Manager

• Red Hat Linux

About VASA Provider
VASA Provider version 03.2.1 enables policy-based datastore operations.
In a policy-based datastore operation, you can create a datastore by selecting a Storage Container
without any special knowledge of the storage system. You can create a virtual machine (VM) by
setting policies (high IOPS, reliability, and so on) and verify if the VM complies with these policies.
As in previous releases, the usual event and alarm notifications provide the necessary information
for policy-based datastore operations.

VASA Provider deployment architecture
The following diagram depicts how the VASA Provider functions:
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Key terms and concepts
The term vSphere is a collective name for the VMware-based virtual environment, which includes
the following:

• VMware vSphere software

• VMware vCenter Server software

• VMware ESXi clusters

• Hosts managed by the vCenter Server

• Virtual machines (VMs)

• vApps hosted on those ESXi clusters
The following table describes key terms and objects relevant to the VASA Provider:

DescriptionTerm

vSphere Distributed Resources Scheduler. DRS allows automatic movement of
the virtual machine during maintenance without the need for suspending service.

DRS
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DescriptionTerm

For more information, see https://www.vmware.com/jp/products/ vsphere/
features-drs-dpm.

Protocol endpoint. For more information, see theHewlett Packard Enterprise XP7
Command View Advanced Edition User Guide and VMware documents at https://
www.vmware.com/ support/pubs/.

PE

Storage Container. For details, see theHewlett Packard Enterprise XP7Command
View Advanced Edition User Guide and VMware documents at https://
www.vmware.com/ support/pubs/.

SC

Storage Policy Based Management. For more information, see the Hewlett
Packard Enterprise XP7 Command View Advanced Edition User Guide and
VMware documents at https:// www.vmware.com/support/pubs/.

SPBM

Abbreviation for VMware vSphere Storage APIs for Storage Awareness. This
function indicates the overall storage management functions of vSphere. For

VASA

more information, see VMware documents at https://www.vmware.com/support/
pubs/.

vSphere Virtual Volumes. A volume that can be used in policy-based datastore
operations. For more information, see the Hewlett Packard Enterprise XP7

VVOL

Command View Advanced Edition User Guide and VMware documents at https://
www.vmware.com/support/ pubs/.

For more information about these concepts, see the Hewlett Packard Enterprise XP7 Command
View Advanced Edition User Guide and the VMware documentation at https://www.vmware.com/
support/pubs/.

Overview of VASA Provider Setup
Setting up the VASA Provider requires two operations:

• Registering the storage system in the VASA Provider.

• Registering the VASA Provider in VMware vSphere.
Additional operations described in this manual must be performed as needed.
You can use the Setup Web UI to configure VASA Provider settings as described in the following
table:

DescriptionFunction

Lists managed storage systems or selects the storage system to be
managed by the VASA Provider after collecting the storage system
information from XP7 Command View Advanced Edition.

Add Configured Hardware

Lists the storage systems managed by the VASA Provider. You can also
remove storage systems from the VASA Provider with this function.

View Configured Hardware

Downloads log files generated by the VASA Provider.Download Logs

Changes the user ID and password to be used when registering the
VASA Provider in VMware vSphere.

Change Credentials

For storage system, Storage Container (SC), and PE settings using Device Manager, see the
Hewlett Packard Enterprise XP7 Command View Advanced Edition User Guide.
For the operations and specifications of VMware, see https://www.vmware.com/support/pubs/.
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2 System Requirements
This chapter describes the requirements for configuring the VASA Provider. For VMware
operations and specifications, see https://www.vmware.com/support/pubs/.

Hardware requirements
The following table lists supported models and storage system requirements:

Firmware versionModel

80-03 or laterHP XP7

HBAs must support the Secondary LUNID feature to use VVols (XP7 only).Host bus adapter
For more information, see http://www.vmware.com/resources/compatibility.

VASA Provider server • CPU– Matches the requirements of the operating system.

• Main memory– Matches the requirements of the operating system.

• HDD capacity– 50 GB or more (recommended).

• Ethernet– 1 Gbps or more (recommended).

Display for Setup Web UI • Display resolution– 1600 x 900 or higher (recommended).

• Color depth– 24 bit or higher (recommended).

Software requirements
The following table lists requirements for operating the VASA Provider:

RequirementsSoftware

VMware • VMware vSphere Web Client 6.0

• VMware vCenter Server 6.0

• VMware vCenter Server Appliance 6.0

• VMware ESXi Server 6.0

XP7 Command View Advanced Edition 8.2.1-00 or laterStorage systemmanagement

Native VMware NMP or Hitachi Dynamic Link Manager (8.2.0-01 or later)Multipath software

Browser • Microsoft Internet Explorer 10 or later

• Mozilla Firefox 35.0 or later

• Google Chrome 41.0 or later

• Adobe Flash Player 11.2.202.310 or later

VASA Provider • Red Hat Enterprise Linux Server 6.5

• PostgreSQL 9.3

• Open Java Development Kit (OpenJDK) 1.7.0_75

• OpenSSL 1.0.1

For more information on VMware requirements, see https://www.vmware.com/support/pubs/.
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NOTE: Install the following software on the VASA Provider server before installing the VASA
provider:
• OpenJDK 1.7.0_75

• OpenSSL 1.0.1

• PostgreSQL 9.3
See “Open software requirements” (page 10) for specific configuration requirements for each
package. If you update OpenJDK1.7.0_75 the VASA Provider might not function.

Supported protocol
The FC/iSCSI protocol is used to connect the ESXi server and storage system.

Restrictions and considerations
The following restrictions apply when using the VASA Provider.

Provided service (operation)
VASA Provider version 03.2.1 supports policy-based datastore operation only.

Fastclone operations
The VMware Horizon View and VMware vRealize Automation deployments using Fastclone is
not supported. When you attempt this function, the system might display an error.

LDEVs and SLU attribute
Manage creation and deletion of LDEVs with the SLU attribute only using VMware vCenter Server.
If you attempt an operation without using VMware vCenter Server, it might disrupt the storage
system configuration.

Storage vMotion for VM of the snapshot configuration with branch
Storage vMotion for VM of a snapshot configuration with branch might fail. However, the data of
the virtual machine of the source is not affected. When you use Storage vMotion, execute the
operation after creating the snapshot configuration with no branch.

VM disk format
Only the Thin Provision Disk format is supported. You can choose Thick Provision Lazy Zeroed
or Thick Provision Eager Zeroed, but the data is stored on the storage system in the Thin Provision
format.

Canceling a Storage vMotion migration task
When a VM migration task with Storage vMotion has started, do not cancel the task. Such
cancellation might fail depending on the timing. However, the VM remains in normal status even
if the task fails and the user can continue to use it.

Canceling a VM snapshot
Do not attempt to cancel a running snapshot process, instead delete the snapshot data after the
completion of the task.

Canceling a task during the revert processing of snapshot
If you cancel a task while reverting snapshot for VM, the task fails, but some revert processes
might not complete. Retry the operation and ensure that the task is completed properly.
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File upload to VVol Datastore
File upload to the VVol Datastore using VMware vSphere is not recommended as the operation
might fail.

Changing the IP address
• The VASA Provider server does not support the DHCP setting.

• If the IP address of the VASA Provider server changes, follow these steps:
Recreate the SSL authentication files.1.

2. Restart the VASA Provider.
3. Register the VASA Provider again in VMware vSphere.

If the IP address of the Device Manager server changes, remove all storage systems that are
registered in the VASA Provider, and then register the storage systems again.

VASA Provider connections
The Device Manager and VMware vCenter servers can have only one connection each to the
VASA Provider.

Multiple VASA Providers
You can register multiple VASA Providers in the VMware vCenter server. However, registering
the same storage system in multiple VASA Providers is not supported.

Restarting the VASA Provider
Depending on the timing of a storage failure, you might not be able to access the datastore or
VM created on the SC. Wait for a sufficient period of time after the failure recovery and if
rescanning the VASA Provider does not restore access, restart the VASA Provider.
When you restart the VASA Provider, the system takes some time to clear the VM access failure
status.

Open software requirements
Install and configure the open software packages listed in the following table as described before
installing the VASA Provider:

DescriptionItem

Installation is not required when version 1.0.1 is already installed on
the server.

OpenSSL 1.0.1Installing the
required software

Install the JDK (not the JRE). Download the RPM package from the
Red Hat website. An example of the installation command is as follows:

OpenJDK 1.7.0_75

rpm -ivh
java-1.7.0-openjdk-1.7.0.75-2.5.4.0.el6_6.x86_64.rpm

rpm -ivh
java-1.7.0-openjdk-devel-1.7.0.75-2.5.4.0.el6_6.x86_64.rpm

Execute the following commands to change the settings to prioritize
the version of the installed JDK:
alternatives --config java
alternatives --config javac

Download the graphical installer from the PostgreSQL website to
execute the installation. The file is in run format. An example of the file
name is as follows:

PostgreSQL 9.3

(Example) postgresql-9.3.6-1-linux-x64.run
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DescriptionItem

Installation Directory– /opt/PostgreSQL/9.3 (Default)PostgreSQL 9.3Installation settings
Data Directory– /vpdata
Password (for superuser)– postgres
Port– 50003
Locale– en_US.utf8

Edit /etc/profile and add the following as the last line of the file:OpenJDK 1.7.0Environment
variables JAVA_HOME=/usr/lib/jvm/

java-1.7.0-openjdk-1.7.0.75.x86_64 export JAVA_HOME

Edit /etc/profile and add the following as the last line of the file:PostgreSQL 9.3
PATH=/opt/PostgreSQL/9.3/bin:$PATH export PATH

Edit the /vpdata/postgresql.conf file as follows:
Before change

PostgreSQL 9.3Editing the setting
file

#default_transaction_isolation = 'read committed'

After change
default_transaction_isolation = 'repeatable read'

Edit the default_with_oids file as follows:
Before change
#default_with_oids = off

After change
default_with_oids = off

Before change
max_connections = 100

After change
max_connections = 250

Enable the following communication port numbers:Port numberExternal
communication
settings • Tomcat HTTP connection port: 50000 (TCP)

• Tomcat HTTPS connection port: 50001 (TCP) 1

• Tomcat Shutdown port–50004 (TCP)

• PostgreSQL connection port–50003 (TCP) 1

To enable the host name resolution, edit the /etc/hosts file as shown
in this example:

Host name resolution

127.0.0.1 HostName.DomainName

If the IP address of the local host is not set, the VASA Provider might
not function properly.

1 The port number is the default value used if it is not specified when you install the VASA Provider. To specify a port
number during installation, confirm that the port is not already in use.
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3 Installing VASA Provider
This chapter describes how to install and configure the VASA Provider.

Installing the VASA Provider package
Install VASA Provider on the server.

Prerequisites
Ensure that the following steps are complete before you install the VASA Provider package.

• All required software packages have been installed on the VASA Provider server.

• The necessary network settings are complete.

• The settings in “Open software requirements” (page 10) are complete.

• PostgreSQL is running.

Installing the VASA Provider
1. Log into the VASA Provider server as a “root” user.
2. Copy the installer and the package to the VASA Provider server and extract the files.
3. Move to the extracted folder and start the installer using the following command line:

sh StorageProviderforVMwarevCenter_Linux_install.sh
4. Enter y or Y when the confirmation message is displayed.
When the installation completion message appears, the procedure is complete.

NOTE: If the installation fails, uninstall the package and repeat the installation. If the
reinstallation fails, collect the following log and contact your support personnel:
/usr/local/hpevp/log

Installation options
The following table lists several command line options that the installer also supports:

DescriptionOption

Displays installer help text.-h

Specifies the communication port between VMware vSphere, VASA Provider, and Setup
Web UI.
Supported values: 1024-65535 (except 50000-50006). Default value: 50001.

-p

Specifies the communication port between the VASA Provider and DBMS.
Supported values: 1024-65535 (except 50000-50006). Default value: 50003.

-d

Skips the confirmation message.-y

Syntax
sh StorageProviderforVMwarevCenter_Linux_install.sh [options]

Example
sh StorageProviderforVMwarevCenter_Linux_install.sh -p 8443 -d 8995

NOTE: When using the port number options (-p and –d), confirm that the port numbers are
not already in use.
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Creating SSL authentication files
This topic describes how to create SSL authentication files.

Prerequisites
Ensure that the following steps are complete before creating SSL authentication files:
• VASA Provider is installed.

• VM is powered on.

• Network settings are configured.

Creating SSL authentication files
1. Log into the VASA Provider server as a “root” user.
2. Open the SSL certificate setting file (/HPEXPStorageProviderLinux_03.2.1/

openssl.cnf) with a text editor such as vi, and then change the value 0.0.0.0 to the
IP address of the VASA Provider server.

3. Enter the following command at the command prompt:
cd /root/HPEXPStorageProviderLinux_03.2.1
./createCertifications.sh

4. Restart the VASA Provider for your changes to take effect.
The process is complete when the following files are created in the /usr/local/hpevp-b/
tomcat/conf directory:

• vp.csr

• keystore.jks

NOTE: If a certificate was created, you must restart the VASA Provider. If a certificate was not
created, retrieve the following log file and contact Support: /usr/local/hpevp/log

Renewing an SSL authentication file
The SSL certificates have an expiration date. To extend an expiration date, you must recreate
the certificate.
• Follow the procedure in “Removing the VASA Provider package” (page 15)

• Follow the procedure in “Creating SSL authentication files” (page 13)

• Follow the procedure in “Registering the VASA Provider” (page 17)

Monitoring a virtual machine and application
The VASAProvider enablesmonitoring of the application level under the VMware HA configuration.
The virtual machine automatically restarts when the VASAProvider service stops, if the “Monitoring
of the virtual machine and application” option of VMware HA is enabled.

Prerequisites
Ensure that the following steps are complete before you enable the “Monitoring of the virtual
machine and application” option.
• VMware Tools have been applied to the virtual machine of the VASA Provider.

• The monitoring of the VMware HA, virtual machines, and the applications has been
configured.

For more information, see the VMware documents available at: https://www.vmware.com/
support/pubs/.
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Enabling the “Monitoring of the virtual machine and application” option
1. Log into the VASA Provider with “root” credentials.
2. From /usr/local/hpevp/tomcat/webapps/VasaProvider/META-INF directory,

open the VasaProvider.properties file using a text editor such as vi to set the value
as “true” for the following variable:
vasaprovider.highavailability.isEnabledApplicationMonitoring

3. Restart the VASA Provider for the changes to take effect.

Configuring log output settings
You can change the maximum number of file generations to be retained and the rotation size for
log files generated by the VASA Provider (StorageProvider.log) and the VASA Provider
WebUI (VasaWebUi.log).

Prerequisites
Ensure that the following steps are complete before configuring log output settings:
• VASA Provider is installed.

• VM is powered on.

• Network settings are configured.

• SSL files are created.

Configuring log output settings
To configure the log output settings:
1. Log into the VASA Provider server as a root user.
2. Edit the hilogger.config file as desired to change the following parameters:

DescriptionItem

Indicates the generation number.MaxBackupIndex

Range: 1-255
Default value: 20 (Any value outside the range is treated as default.)

Indicates the log rotation size.MaxFileSize

Range: 1-100
Default value: 50 MB (Any value outside the range is treated as default.)

You can access the hilogger.config file at the following locations:

• For VASA Provider: /usr/local/hpevp/tomcat/webapps/VasaProvider/
WEB-INF/conf

• For VASA Provider WebUI: /usr/local/hpevp/tomcat/webapps/
VasaProviderWebUi/WEB-INF/conf

For a description of the log files, see “Downloading the VASA Provider log” (page 20).
3. Restart the VASA Provider for the changes to take effect.

Restarting the VASA Provider
You can restart the VASA Provider by restarting the operating system or the VM.
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Removing the VASA Provider package
To remove the VASA Provider package, perform the following procedure:
1. Log into the VASA Provider server as a root user.
2. Start the uninstaller using the following command:

sh StorageProviderforVMwarevCenter_Linux_uninstall.sh
3. Enter y or Y when the confirmation message is displayed.
When the completion message appears, the procedure is complete.

Installation options
The uninstaller also supports the -h and -y command line options that are described for the
installer.

NOTE: The VASA provider log files are also removed during uninstallation.

Updating or repairing VASA Provider installation
You can update or repair the VASA Provider.

Prerequisites
Ensure to save the WebUI log file before updating or repairing the VASA Provider, as it may get
deleted during the update or repair process.

Updating or repairing VASA Provider
To update or repair VASA Provider:
• Follow the procedure in “Removing the VASA Provider from VMware vSphere” (page 19)

• For updating, follow the procedure in “Removing the VASA Provider package” (page 15)

• To reinstall the VASA Provider, follow the procedure in “Installing the VASA Provider package”
(page 12)

• After reinstalling, you need to recreate the authentication files. Follow the procedure in
“Creating SSL authentication files” (page 13)
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4 Verifying the installation
This chapter describes the settings that you must verify when the installation completes.

Logging into the Setup Web UI
After installing the VASA Provider, open a browser and enter the URL of the VASA Provider
server to verify that you can log in. Use a PC that can be connected to the VM on which the
VASA Provider is deployed.
To login to Setup Web UI:
1. In a browser, enter the URL in the following format:

https://VASA-Provider-IP-Address:<port-number>/VasaProviderWebUi/

Specify the port-number using the -p option when you install the VASA Provider. The default
value is 50001.

2. In the Setup Web UI window, enter system andmanager as the user ID and password and
click Login.
The VASA Provider information is displayed on the Setup Web UI main window.

DescriptionItem

Service name of the VASA Provider.Service Name

Communication port number of VMware vSphere and VASA provider.Service Port Number

Communication port number of the VASA Provider and DBMS.Database Port Number

VASA Provider version.Service Version

VASA API version.VASA Version

Model names of the storage systems supported by the VASA Provider.Supported Model

Verifying the VASA Provider server connections
Verify that the connections between the VASA Provider server, Device Manager server, and all
VMware vSphere servers (ESXi Server/vCenter) communicate with the VASA Provider.
To verify the VASA Provider server connections:
1. Login to the VASA Provider server (user name: root, password: password).
2. Enter the following command:

ping IP-address

Where IP-address is the IP address of the ESXi Server/vCenter server.

3. Verify that you get a response from the server.
4. Repeat Step 2 using the IP address of the Device Manager server.

NOTE: The clocks of the VMware vSphere (ESXi Server/vCenter) and VASA Provider must
be synchronized. However, do not change the clock of the VASA Provider operating system
while the provider is in operation.
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5 Setting up the VASA Provider
This chapter describes procedures for setting up and maintaining the VASA Provider.

Registering storage systems in the VASA Provider
Youmust register storage systems in the VASA Provider to pass information to VMware vSphere.

Registering storage systems
1. In a browser, enter the URL in the following format:

https://VASA-Provider-IP-Address:<port-number>/VasaProviderWebUi/

Specify the port-number using the -p option when you install the VASA Provider. The default
value is 50001.

2. Enter system and manager as the user ID and password respectively and click Login.
3. In the Setup Web UI main window, click Add Configuration Hardware.
4. Enter the following information to discover the storage system from Hewlett Packard

Enterprise XP7 Command View Advanced Edition:
• Network IP address

• XP7 CVAE user name and password
5. Click Discover/Update DevMgr CredentialsDiscover/Update HDvM Credentials.

A list of storage systems is displayed. Only storage systems supported by the VASA Provider
are shown.

6. Select a storage system that you want to manage, and click Add.

NOTE: Repeat the procedure, if you change the user ID or password for Hewlett Packard
Enterprise XP7 Command View Advanced Edition.

Registering the VASA Provider in VMware vSphere
To register the Storage Provider, you must manually add the Storage Provider to the vCenter
Server using the vSphere Web Client. This registration makes the vCenter application aware of
the Storage Provider and establishes communication between them.

NOTE: If you cannot register the VASA provider with the vCenter Server, the certificate may
have expired. Verify the expiration date of the vCenter Server certificate.

Registering the VASA Provider
1. Login to the vSphere Web Client, and perform the following steps:

• In the Navigator, select Storage.
• In the right pane, select the Manage tab and then Storage Providers.
For more details, see the VMware documentation at https://www.vmware.com/support/
pubs/

2. In the VASA Provider Registration window, click the + (plus) icon to register a new storage
provider.
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3. In the New Storage Provider dialog, provide the following information:

DescriptionItem

Any name, for example, VASA Provider V03.1.0.Name

URL of the VASA Provider:
https://VASA-Provider-Server-IP-Address: port-number/
VasaProvider/version.xml

URL

User name of the VASA Provider. The default user name is system.User name

Password of the VASA Provider. The default password is manager.Password

4. Click OK. If the Security Alert window appears, click Yes.

NOTE: When the VASA Provider is registered for the first time, the following error is
displayed by VMware vSphere:
A problem was encountered while registering the provider. The
certificate is not trusted.

If the VASA provider registration completes and goes online, ignore this message.

5. Confirm that the registration is successful by viewing the following:
• The Storage Providers section in the vSphere Web Client displays the newly added

Storage Provider.
• The Storage Provider displays the storage array name which communicates with it.

The system configuration is now successful. Further confirm the successful configuration by
creating a VVol datastore and provisioning a VM.

Deploying a VVol datastore
After you register the Storage Provider, deploy a VVol datastore.

Prerequisites
Ensure to complete the following tasks before you deploy a VVol datastore.

• The filesystem and a storage container must already be available on the storage array.

• For more details about VVols, see the VMware documentation at https://www.vmware.com/
support/pubs/.

Deploying VVol datastore
1. Login to the vSphere Web Client and select Home in the Navigator.
2. From the Inventory List, select the datacenter to deploy the VVol datastore.
3. In the action pane at the right side, clickActions. Then right-click Storage >NewDatastore.

The New Datastore screen displays the Location with the datastore of your selection.
4. In the Location screen, click Next.
5. In the Type screen, select VVOL and then click Next.
6. In the Name and container selection screen, select your datastore from the list in the

Backing Storage section, and then click Next.
7. In theSelect hosts accessibility screen, select the check boxes to add the hosts to associate

with your datastore, and then click Next.
8. In the Ready to complete screen, review your settings, and then click Finish.
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The Home screen displays the new VVol datastore now under your datacenter in the Inventory
List.

Removing the VASA Provider from VMware vSphere
You can remove the VASA Provider associated with the VMware vSphere server.

Removing the VASA Provider
1. In the VASA Provider Registration window, select the VASA Provider and click the x icon

located in the middle of the window.
2. In the Removal Confirmation window, click Yes.

Viewing storage systems managed by the VASA Provider
You can view a list of managed storage systems.

Viewing storage systems
1. In a browser, enter the URL in the following format:

https://VASA-Provider-IP-Address:<port-number>/VasaProviderWebUi/

Specify the port-number using the -p option when you install the VASA Provider. The default
value is 50001.

2. In the SetupWeb UI Login window, enter system andmanager as the user ID and password
respectively and click Login.

3. In the Setup Web UI main window, click View Configured Hardware.
A list of managed storage systems is displayed with the following information:

• Serial Number

• Name

• Model

• Microcode

• Status

• Capacity (Total, Used, and Free)

NOTE: If Microcode, Status, Total Capacity, Used Capacity, or Free Capacity are displayed
as “-” (hyphen), it indicates that the connection to Device Manager has failed. Check the
connection and repeat the procedure.

Changing VASA Provider login credentials
The maximum number of characters for login credentials is 255. The supported characters are:
A-Z a-z 0-9 ! # $ % & ' { } * + - . = @ ^ | ~ / ? `

You can change the user ID and password when you register the VASA Provider in VMware
vSphere.

Changing the login credentials
1. In a browser, enter the URL in the following format:

https://VASA-Provider-IP-Address:<port-number>/VasaProviderWebUi/

Specify the port-number using the -p option when you install the VASA Provider. The default
value is 50001.
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2. In the SetupWeb UI Login window, enter system andmanager as the user ID and password
and click Login.

3. In the Setup Web UI main window, click Change Credentials.
4. Enter the following information:

• Current User Name and Password (currently logged in)

• New User Name and Password

• Confirm New Password
5. Click Change Credentials.

Removing storage systems managed by the VASA Provider
You can remove storage systems managed by the VASA Provider.

Removing the storage systems
1. In a browser, enter the URL in the following format:

https://VASA-Provider-IP-Address:<port-number>/VasaProviderWebUi/

Specify the port-number using the -p option when you install the VASA Provider. The default
value is 50001.

2. In the SetupWeb UI Login window, enter system andmanager as the user ID and password
and click Login.

3. In the Setup Web UI main window, click View Configured Hardware.
4. Select the storage system to be removed and click Remove. Confirm your choice when

prompted.
The list of the storage systems is updated accordingly.

IMPORTANT: When you remove the storage systems, you cannot operate an existing VM
created on the target storage. Therefore, before removing a storage system, ensure that no VM
exists.

Downloading the VASA Provider log
You can download the log files created by VASA Provider in compressed (ZIP) format. The
archive contains the following files:

DescriptionFile

Tomcat log fileOthers/logs/Tomcatrelated.log

VASA Provider version numberVP/version.txt

VASA Provider log fileVP/log/StorageProvider.log

Temporary VASA Provider log fileVP/log/StorageProvider.log.tmp

Setup WebUI log fileWebUi/log/VasaWebUi.log

Setup WebUI version numberWebUi/version.txt

Temporary Setup WebUI log fileWebUi/log/VasaWebUi.log.tmp

To download the VASA Provider log:
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1. In a browser, enter the URL in the following format:
https://VASA-Provider-IP-Address:<port-number>/VasaProviderWebUi/

Specify the port-number using the -p option when you install the VASA Provider. The default
value is 50001.

2. In the SetupWeb UI Login window, enter system andmanager as the user ID and password
and click Login.

3. In the Setup Web UI main window, click Download Logs.
4. Download the log files according to the instructions in your browser.

Restarting the VASA Provider
You can restart the VASA Provider by restarting the operating system or the VM.
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A Troubleshooting
This appendix includes troubleshooting information for the VASA Provider.

Collecting log data
Collect the log information as listed in the following table, before contacting the support personnel.

TopicDocumentComponent

“Downloading the VASA Provider log”
(page 20)

-VASA Provider

Acquiring maintenance information on
the management server
(cvxpae64getlogs command)

NOTE: Execute the
cvxpae64getlogs command and
send all of the generated jar files listed
below as attachments:

• cvxpae_logs__64.jar

• cvxpae_logs__64.hdb.jar

• cvxpae_logs__64.db.jar

• cvxpae_logs__64.csv.jar

Hewlett Packard Enterprise XP7
Command View Advanced Edition
Administrator Guide

XP7 CVAE

http://kb.vmware.com/kb/653VMware Knowledge BasevCenter/ESXi

Downloading syslog filesHewlett Packard Enterprise XP7Audit
Log User and Reference Guide

Storage System Logs

Collect Dump/LogMaintenance Manual (DKC810)

Additional troubleshooting information
For the block Storage Provider, click the Help link in the Web Setup UI to display troubleshooting
scenarios and error codes.
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B Open source licenses
This appendix includes the Open Source Software Copyrights and Licenses for software used
by the VASA Provider.

Apache Axis
This product includes software developed by The Apache Software Foundation (http://
www.apache.org/).
Portions Copyright 2006 International Business Machines Corp.
Portions Copyright 2005-2007 WSO2, Inc.
This product also includes schemas and specification developed by:
- the W3C consortium (http://www.w3c.org)
This product also includes WS-* schemas developed by International Business Machines
Corporation, Microsoft Corporation, BEA Systems, TIBCO Software, SAP AG, Sonic Software,
and VeriSign.
This product also includes a WSDL developed by salesforce.com:
- Copyright 1999-2006 salesforce.com, inc.
Portions of the included xmlbeans library were originally based on the following:
- software copyright © 2000-2003, BEA Systems, <http://www.bea.com/>
Read the different LICENSE files present in the lib directory of this distribution.
http://axis.apache.org/axis2/java/core/
Apache License, Version 2.0: “Apache 2.0 license” (page 26)

Apache Tomcat
Copyright 1999-2014 The Apache Software Foundation
This product includes software developed at The Apache Software Foundation (http://
www.apache.org/).
http://tomcat.apache.org/
Apache License, Version 2.0: “Apache 2.0 license” (page 26)

OpenJDK7
© 2007, 2014 Oracle and/or its affiliates
http://openjdk.java.net/install
GNU General Public License (GPL) Version 2.0 : Appendix B
with Classpath Exception (http://openjdk.java.net/legal/gplv2+ce.html):
“CLASSPATH” EXCEPTION TO THE GPL
Certain source files distributed by Oracle America and/or its affiliates are subject to the following
clarification and special exception to the GPL, but only where Oracle has expressly included in
the particular source file's header the words “Oracle designates this particular file as subject to
the ‘Classpath’ exception as provided by Oracle in the LICENSE file that accompanied this code.”
Linking this library statically or dynamically with other modules is making a combined work based
on this library. Thus, the terms and conditions of the GNU General Public License cover the
whole combination.
As a special exception, the copyright holders of this library give you permission to link this library
with independent modules to produce an executable, regardless of the license terms of these
independent modules, and to copy and distribute the resulting executable under terms of your
choice, provided that you also meet, for each linked independent module, the terms and conditions
of the license of that module. An independent module is a module which is not derived from or
based on this library. If you modify this library, you may extend this exception to your version of
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the library, but you are not obligated to do so. If you do not wish to do so, delete this exception
statement from your version.

OpenSSL
OpenSSL License

Copyright © 1998-2011 The OpenSSL Project. All rights reserved.
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com)()
This product includes cryptographic software written by Eric Young. This product includes software
written by Tim Hudson (tjh@cryptsoft.com).()
http://www.openssl.org/

/* ================================================
* Copyright © 1998-2011 The OpenSSL Project. All rights reserved.
*
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:
*
* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.
*
* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.
*
* 3. All advertising materials mentioning features or use of this
* software must display the following acknowledgment:
* "This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"
*
* 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
* endorse or promote products derived from this software without
* prior written permission. For written permission, please contact
* openssl-core@openssl.org.
*
* 5. Products derived from this software may not be called "OpenSSL"
* nor may "OpenSSL" appear in their names without prior written
* permission of the OpenSSL Project.
*
* 6. Redistributions of any form whatsoever must retain the following
* acknowledgment:
* "This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit (http://www.openssl.org/)"
*
* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ``AS IS'' AND ANY
* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
* ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
* OF THE POSSIBILITY OF SUCH DAMAGE.
* ===============================================
*
* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).
*
*/

Original SSLeay License
/* Copyright © 1995-1998 Eric Young (eay@cryptsoft.com)
* All rights reserved.
*
* This package is an SSL implementation written
* by Eric Young (eay@cryptsoft.com).
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* The implementation was written so as to conform with Netscapes SSL.
*
* This library is free for commercial and non-commercial use as long as
* the following conditions are aheared to. The following conditions
* apply to all code found in this distribution, be it the RC4, RSA,
* lhash, DES, etc., code; not just the SSL code. The SSL documentation
* included with this distribution is covered by the same copyright terms
* except that the holder is Tim Hudson (tjh@cryptsoft.com).
*
* Copyright remains Eric Young's, and as such any Copyright notices in
* the code are not to be removed.
* If this package is used in a product, Eric Young should be given attribution
* as the author of the parts of the library used.
* This can be in the form of a textual message at program startup or
* in documentation (online or textual) provided with the package.
*
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:
* 1. Redistributions of source code must retain the copyright
* notice, this list of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in the
* documentation and/or other materials provided with the distribution.
* 3. All advertising materials mentioning features or use of this software
* must display the following acknowledgement:
* "This product includes cryptographic software written by
* Eric Young (eay@cryptsoft.com)"
* The word 'cryptographic' can be left out if the rouines from the library
* being used are not cryptographic related.
* 4. If you include any Windows specific code (or a derivative thereof) from
* the apps directory (application code) you must include an acknowledgement:
* "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"
*
* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ``AS IS'' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.
*
* The licence and distribution terms for any publicly available version or
* derivative of this code cannot be changed. i.e. this code cannot simply be
* copied and put under another distribution licence
* [including the GNU Public Licence.]
*/

PostgreSQL
Portions Copyright © 1996-2013, PostgreSQL Global Development Group
Portions Copyright © 1994, The Regents of the University of California
http://www.postgresql.org/download/linux/debian/
PostgreSQL Database Management System
(formerly known as Postgres, then as Postgres95)
Portions Copyright © 1996-2013, PostgreSQL Global Development Group
Portions Copyright © 1994, The Regents of the University of California

Permission to use, copy, modify, and distribute this software and its documentation for any purpose, without fee, and
without a written agreement is hereby granted, provided that the above copyright notice and this paragraph and the following
two paragraphs appear in all copies.

IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES, INCLUDING LOST PROFITS, ARISING OUT OF THE USE OF THIS SOFTWARE AND ITS DOCUMENTATION, EVEN IF THE
UNIVERSITY OF CALIFORNIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE SOFTWARE PROVIDED HEREUNDER IS ON AN “AS IS” BASIS, AND THE
UNIVERSITY OF CALIFORNIA HAS NO OBLIGATIONS TO PROVIDE MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.
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Apache 2.0 license
http://www.apache.org/licenses/LICENSE-2.0
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
“License” shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document. .
“Licensor” shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License
“Legal Entity” shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
“control” means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
“You” (or “Your”) shall mean an individual or Legal Entity exercising permissions granted by this
License.
“Source” form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.
"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.
“Work” shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).
“Derivative Works” shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this
License, Derivative Works shall not include works that remain separable from, or merely link (or
bind by name) to the interfaces of, the Work and Derivative Works thereof.
“Contribution” shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in theWork by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but excluding communication
that is conspicuously marked or otherwise designated in writing by the copyright owner as “Not
a Contribution”.
“Contributor” shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.
Subject to the terms and conditions of this License, each Contributor hereby grants to you a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to
reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and
distribute the Work and such Derivative Works in Source or Object form.
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3. Grant of Patent License.
Subject to the terms and conditions of this License, each Contributor hereby grants to you a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this
section) patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer
the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their
Contribution(s) with the Work to which such Contribution(s) was submitted. If you institute patent
litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the
Work or a Contribution incorporated within the Work constitutes direct or contributory patent
infringement, then any patent licenses granted to you under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution.
Youmay reproduce and distribute copies of theWork or DerivativeWorks thereof in any medium,
with or without modifications, and in Source or Object form, provided that you meet the following
conditions:
1. You must give any other recipients of the Work or Derivative Works a copy of this License;

and
2. You must cause any modified files to carry prominent notices stating that you changed the

files; and
3. You must retain, in the Source form of any Derivative Works that you distribute, all copyright,

patent, trademark, and attribution notices from the Source form of theWork, excluding those
notices that do not pertain to any part of the Derivative Works; and

4. If the Work includes a “NOTICE” text file as part of its distribution, then any Derivative Works
that you distribute must include a readable copy of the attribution notices contained within
such NOTICE file, excluding those notices that do not pertain to any part of the Derivative
Works, in at least one of the following places: within a NOTICE text file distributed as part
of the Derivative Works; within the Source form or documentation, if provided along with the
Derivative Works; or, within a display generated by the Derivative Works, if and wherever
such third-party notices normally appear. The contents of the NOTICE file are for informational
purposes only and do not modify the License. You may add your own attribution notices
within Derivative Works that you distribute, alongside or as an addendum to the NOTICE
text from the Work, provided that such additional attribution notices cannot be construed as
modifying the License. You may add your own copyright statement to your modifications
and may provide additional or different license terms and conditions for use, reproduction,
or distribution of your modifications, or for any such Derivative Works as a whole, provided
your use, reproduction, and distribution of the Work otherwise complies with the conditions
stated in this License.

5. Submission of Contributions.
Unless you explicitly state otherwise, any Contribution intentionally submitted for inclusion in the
Work by you to the Licensor shall be under the terms and conditions of this License, without any
additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or
modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks
This License does not grant permission to use the trade names, trademarks, service marks, or
product names of the Licensor, except as required for reasonable and customary use in describing
the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty
Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an “AS IS” BASIS, WITHOUT WARRANTIES OR
CONDITIONSOFANYKIND, either express or implied, including, without limitation, any warranties

Apache 2.0 license 27



or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the appropriateness of
using or redistributing theWork and assume any risks associated with your exercise of permissions
under this License.

8. Limitation of Liability
In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to
in writing, shall any Contributor be liable to you for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a result of this License or out
of the use or inability to use the Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all other commercial damages or
losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability
While redistributing the Work or Derivative Works thereof, you may choose to offer, and charge
a fee for, acceptance of support, warranty, indemnity, or other liability obligations and/or rights
consistent with this License. However, in accepting such obligations, you may act only on your
own behalf and on your sole responsibility, not on behalf of any other Contributor, and only if you
agree to indemnify, defend, and hold each Contributor harmless for any liability incurred by, or
claims asserted against, such Contributor by reason of your accepting any such warranty or
additional liability.
END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work
To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets “[]” replaced with your own identifying information. (Do not include the
brackets) The text must be enclosed in the appropriate comment syntax for the file format. We
also recommend that a file or class name and description of purpose be included on the same
“printed page” as the copyright notice for easier identification within third-party archives.
Copyright [yyyy] [name of copyright owner]
Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except
in compliance with the License. You may obtain a copy of the License at:
http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an “AS IS” BASIS, WITHOUTWARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied. See the License for the specific language governing permissions and
limitations under the License.

GNU General Public License (GPL) Version 2.0
GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
Copyright © 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.
Preamble
The licenses for most software are designed to take away your freedom to share and change it.
By contrast, the GNU General Public License is intended to guarantee your freedom to share
and change free software--to make sure the software is free for all its users. This General Public
License applies to most of the Free Software Foundation's software and to any other program
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whose authors commit to using it. (Some other Free Software Foundation software is covered
by the GNU Lesser General Public License instead.) You can apply it to your programs, too.
When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software
(and charge for this service if you wish), that you receive source code or can get it if you want it,
that you can change the software or use pieces of it in new free programs; and that you know
you can do these things.
To protect your rights, we need to make restrictions that forbid anyone to deny you these rights
or to ask you to surrender the rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the software, or if you modify it.
For example, if you distribute copies of such a program, whether gratis or for a fee, you must
give the recipients all the rights that you have. You must make sure that they, too, receive or can
get the source code. And you must show them these terms so they know their rights.
We protect your rights with two steps: (1) copyright the software, and (2) offer you this license
which gives you legal permission to copy, distribute and/or modify the software.
Also, for each author's protection and ours, we want to make certain that everyone understands
that there is no warranty for this free software. If the software is modified by someone else and
passed on, we want its recipients to know that what they have is not the original, so that any
problems introduced by others will not reflect on the original authors' reputations.
Finally, any free program is threatened constantly by software patents. We wish to avoid the
danger that redistributors of a free program will individually obtain patent licenses, in effect making
the program proprietary. To prevent this, we have made it clear that any patent must be licensed
for everyone's free use or not licensed at all.
The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION
1. This License applies to any program or other work which contains a notice placed by the

copyright holder saying it may be distributed under the terms of this General Public License.
The “Program”, below, refers to any such program or work, and a “work based on the
Program” means either the Program or any derivative work under copyright law: that is to
say, a work containing the Program or a portion of it, either verbatim or with modifications
and/or translated into another language. (Hereinafter, translation is included without limitation
in the term “modification”.) Each licensee is addressed as “you”.
Activities other than copying, distribution and modification are not covered by this License;
they are outside its scope. The act of running the Program is not restricted, and the output
from the Program is covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program). Whether that is true depends
on what the Program does.

2. You may copy and distribute verbatim copies of the Program's source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy
an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that
refer to this License and to the absence of any warranty; and give any other recipients of
the Program a copy of this License along with the Program.
You may charge a fee for the physical act of transferring a copy, and you may at your option
offer warranty protection in exchange for a fee.

3. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms
of Section 1 above, provided that you also meet all of these conditions:
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a. You must cause the modified files to carry prominent notices stating that you changed
the files and the date of any change.

b. You must cause any work that you distribute or publish, that in whole or in part contains
or is derived from the Program or any part thereof, to be licensed as a whole at no
charge to all third parties under the terms of this License.

c. If the modified program normally reads commands interactively when run, you must
cause it, when started running for such interactive use in the most ordinary way, to print
or display an announcement including an appropriate copyright notice and a notice that
there is no warranty (or else, saying that you provide a warranty) and that users may
redistribute the program under these conditions, and telling the user how to view a copy
of this License. (Exception: if the Program itself is interactive but does not normally print
such an announcement, your work based on the Program is not required to print an
announcement.)
These requirements apply to the modified work as a whole. If identifiable sections of
that work are not derived from the Program, and can be reasonably considered
independent and separate works in themselves, then this License, and its terms, do not
apply to those sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based on the Program,
the distribution of the whole must be on the terms of this License, whose permissions
for other licensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.
Thus, it is not the intent of this section to claim rights or contest your rights to work
written entirely by you; rather, the intent is to exercise the right to control the distribution
of derivative or collective works based on the Program.
In addition, mere aggregation of another work not based on the Program with the
Program (or with a work based on the Program) on a volume of a storage or distribution
medium does not bring the other work under the scope of this License.

4. You may copy and distribute the Program (or a work based on it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you also
do one of the following:
a. Accompany it with the complete corresponding machine-readable source code, which

must be distributed under the terms of Sections 1 and 2 above on amedium customarily
used for software interchange; or,

b. Accompany it with a written offer, valid for at least three years, to give any third party,
for a charge no more than your cost of physically performing source distribution, a
complete machine-readable copy of the corresponding source code, to be distributed
under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

c. Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only
if you received the program in object code or executable form with such an offer, in
accord with Subsection b above.)
The source code for a work means the preferred form of the work for making
modifications to it. For an executable work, complete source code means all the source
code for all modules it contains, plus any associated interface definition files, plus the
scripts used to control compilation and installation of the executable. However, as a
special exception, the source code distributed need not include anything that is normally
distributed (in either source or binary form) with the major components (compiler, kernel,
and so on) of the operating system on which the executable runs, unless that component
itself accompanies the executable.
If distribution of executable or object code is made by offering access to copy from a
designated place, then offering equivalent access to copy the source code from the
same place counts as distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.
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5. Youmay not copy, modify, sublicense, or distribute the Program except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense or distribute the
Program is void, and will automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.

6. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Program or its derivative works. These
actions are prohibited by law if you do not accept this License. Therefore, by modifying or
distributing the Program (or any work based on the Program), you indicate your acceptance
of this License to do so, and all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

7. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. You may not impose any further restrictions
on the recipients' exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties to this License.

8. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse
you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously
your obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a patent license
would not permit royalty-free redistribution of the Program by all those who receive copies
directly or indirectly through you, then the only way you could satisfy both it and this License
would be to refrain entirely from distribution of the Program.
If any portion of this section is held invalid or unenforceable under any particular circumstance,
the balance of the section is intended to apply and the section as a whole is intended to
apply in other circumstances.
It is not the purpose of this section to induce you to infringe any patents or other property
right claims or to contest validity of any such claims; this section has the sole purpose of
protecting the integrity of the free software distribution system, which is implemented by
public license practices. Many people have made generous contributions to the wide range
of software distributed through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing to distribute software
through any other system and a licensee cannot impose that choice.
This section is intended to make thoroughly clear what is believed to be a consequence of
the rest of this License.

9. If the distribution and/or use of the Program is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Program under
this License may add an explicit geographical distribution limitation excluding those countries,
so that distribution is permitted only in or among countries not thus excluded. In such case,
this License incorporates the limitation as if written in the body of this License.

10. The Free Software Foundation may publish revised and/or new versions of the General
Public License from time to time. Such new versions will be similar in spirit to the present
version, but may differ in detail to address new problems or concerns.
Each version is given a distinguishing version number. If the Program specifies a version
number of this License which applies to it and “any later version”, you have the option of
following the terms and conditions either of that version or of any later version published by
the Free Software Foundation. If the Program does not specify a version number of this
License, you may choose any version ever published by the Free Software Foundation.

11. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of
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preserving the free status of all derivatives of our free software and of promoting the sharing
and reuse of software generally.
NO WARRANTY

12. BECAUSETHEPROGRAM IS LICENSEDFREEOFCHARGE, THERE ISNOWARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT
WHENOTHERWISESTATED INWRITINGTHECOPYRIGHTHOLDERSAND/OROTHER
PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST
OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

13. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAWOR AGREED TO INWRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTYWHOMAYMODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to the public,
the best way to achieve this is to make it free software which everyone can redistribute and
change under these terms.
To do so, attach the following notices to the program. It is safest to attach them to the start of
each source file to most effectively convey the exclusion of warranty; and each file must have at
least the “copyright” line and a pointer to where the full notice is found. Provide one line to give
the program name and an idea of what it does.
Copyright © yyyy name of author
This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 of the
License, or (at your option) any later version.
This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.
You must have received a copy of the GNU General Public License along with this program; if
not, write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301, USA.
Also add information on how to contact you by electronic and paper mail.
If the program is interactive, make it output a short notice like this when it starts in an interactive
mode:

Gnomovision version 69, Copyright © year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details
type `show w'. This is free software, and you are welcome
to redistribute it under certain conditions; type `show c'
for details.

The hypothetical commands `show w' and `show c' must show the appropriate parts of the
General Public License. Of course, the commands you use may be called something other than
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`show w' and `show c'; they could even be mouse-clicks or menu items--whatever suits your
program.
You must also get your employer (if you work as a programmer) or your school, if any, to sign a
“copyright disclaimer”for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright
interest in the program `Gnomovision'
(which makes passes at compilers) written
by James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs.
If your program is a subroutine library, you may consider it more useful to permit linking proprietary
applications with the library. If this is what you want to do, use the GNU Lesser General Public
License instead of this License.

# Copyright © 2000, 2002 Silicon Graphics, Inc. All Rights Reserved.
# Copyright © 2009 Andreas Gruenbacher <agruen@suse.de>
#
# This program is free software: you can redistribute it and/or modify it
# under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
# GNU General Public License for more details.
#
# You must have received a copy of the GNU General Public License
# along with this program. If not, see <http://www.gnu.org/licenses/>.

VMware vSphere Software Development Kit License
VMware vSphere Software Development Kit License Agreement
VMware, Inc. (“VMware”) provides the VMware vSphere Software Development Kit
(collectively the “Software”) to you subject to the following terms and conditions. By
downloading, installing, or using the Software, you (the individual or legal entity) agree
to be bound by the terms of this license agreement (the “Agreement”). If you disagree
with any of the following terms, then do not use the Software.
1. The Software contains a variety of materials, interface definitions, documentation, sample

utility applications and sample code regarding programming interfaces to one or more
VMware products that are referenced in such materials (the referenced products, “VMware
Products”). This Software is intended to be used to develop software that interacts with the
VMware Products.

2. Use Rights:Subject to the restrictions below, you may download and make a reasonable
number of copies of the Software for your use solely for the purpose of creating software
that communicates with VMware Products (your software, “Developer Software”). Some
code may be designated as “distributable code” and/or “modifiable code” at http://
www.vmware.com/go/ vwssdk-redistribution-info. You may use andmerge all or portions
of the “distributable code” with your Developer Software. Any merged portion of any
“distributable code” is subject to this Agreement. Additionally, you may modify or create
derivative works of all or portions of the “modifiable code.” You are permitted to re-distribute
the “distributable code” and the modified or derivative works of the “modifiable code” only
as part of your Developer Software for non-commercial or commercial use; provided that
you shall only distribute such code subject to a license agreement that protects VMware’s
and its licensors’ interests consistent with the terms contained in this Agreement. Open
source software components provided with the Software are licensed to you under the terms
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of the applicable license agreements included with such open source software components.
The open source software licenses can be found in the open_source_licenses.txt file, other
materials accompanying the Software, the documentation or corresponding source files
available at http://www.vmware.com/download/open_source.html.

3. Restrictions: You agree that you will not (1) use the Software to create, design or develop
anything other than Developer Software; (2) make any more copies of the Software than
are reasonably necessary for the authorized use and backup and archival purposes; (3)
modify, create derivative works of, reverse engineer, reverse compile, or disassemble the
Software except as expressly permitted in Section 2; (4) distribute, sell, lease, rent, lend, or
sublicense any part of the Software to any third party except as expressly permitted in Section
2; or (5) use the Software in any manner to (a) circumvent any technical restrictions of
VMware Products or violate any additional licensing terms applicable to VMware Products
that VMware provides through product documentation, email notification on the VMware
website or in the terms of the End User License Agreements; (b) disable, remove, over-ride
or modify the display of any VMware Product End User License Agreements that the VMware
Products present to the end customers; or (c) upload or otherwise transmit any material
containing software viruses or other computer code, files or programs designed to interrupt,
destroy, or limit the functionality of any software or hardware.
The restrictions in this Section 3 shall not apply if and to the extent they contradict mandatory
local law (including, but not limited to, law implementing the EC Software Directive).

4. VMware retains ownership of the Software and all intellectual property rights embodied in
the Software, including without limitation all copyrights, trade secrets and patents. You may
not remove, delete or modify any of VMware copyright statements in the Software. ALL
RIGHTS NOT EXPRESSLY GRANTED HEREUNDER ARE RESERVED TO VMWARE. 32
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5. You may not use VMware’s name, trademarks or service marks in connection with your
Developer Software in a way that suggests your Developer Software is certified or endorsed
by VMware.

6. You are not entitled under this Agreement to receive any VMware support or subscription
services for the Software or any other services from VMware in connection with the Software.
If you have purchased support and/or subscription services for a VMware product, such
support and/or subscription services shall not apply to the Software or your use of the
Software.

7. Term, Termination and Changes: This Agreement shall continue as long as you are in
compliance with the terms specified herein or until otherwise terminated. You or VMware
each may terminate this Agreement for any reason at any time. You agree, upon termination,
to destroy all copies of the Software within your possession or control. The Confidential
Information, Limitations of Warranties and Liability, and Indemnification sections set out in
this Agreement shall survive any termination or expiration of this Agreement.

8. Confidential Information: “Confidential Information” means any information disclosed by
VMware to you pursuant to this Agreement that is marked “Confidential,” “Proprietary,” or
in some similar manner and any information which you knew or reasonably should have
known to be confidential. You shall treat as confidential all Confidential Information of VMware
and shall not use such Confidential Information except to exercise your rights or perform
your obligations under this Agreement. You will protect Confidential Information from
unauthorized use, access, or disclosure in the same manner as you protect your own
confidential or proprietary information of a similar nature but with no less than reasonable
care. You shall not disclose such Confidential Information to any third party during or after
the term of this Agreement. This paragraph will not apply to any Confidential Information
that: (a) was rightfully in your possession prior to receipt of such Confidential Information
from VMware; (b) is or becomes a matter of public knowledge through no fault of you; (c) is
rightfully received from a third party without a duty of confidentiality; (d) is independently
developed by you without breach of any confidentiality obligations; (e) is disclosed by you
with VMware’s prior written approval; or (f) you are required to disclose by applicable law or
court order, provided that you notify VMware of such required disclosure promptly in writing
and cooperate with VMware in any lawful action to contest or limit the scope of such required
disclosure. You acknowledge that breach of this Section 8 will cause irreparable damage to
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VMware for which monetary damages will be an inadequate remedy. Accordingly, VMware
will be entitled to seek and obtain injunctive and any other relief (legal or equitable) to restrain
any breach or anticipated breach of this Section 8.

9. Limitations ofWarranties and Liability:THESOFTWARE ISPROVIDED “AS IS”WITHOUT
ANY WARRANTIES OF ANY KIND. TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, VMWARE DISCLAIMS ANY IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT OF INTELLECTUAL
PROPERTY RIGHTS. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW,
IN NO EVENT WILL VMWARE BE LIABLE FOR ANY LOST PROFITS OR BUSINESS
OPPORTUNITIES, LOSS OF USE, BUSINESS INTERRUPTION, LOSS OF DATA, OR
ANY OTHER INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE SOFTWARE OR YOUR USE OF THE SOFTWARE, UNDER ANY
THEORY OF LIABILITY, WHETHER BASED IN CONTRACT, TORT, NEGLIGENCE,
PRODUCT LIABILITY, OR OTHERWISE. BECAUSE SOME JURISDICTIONS DO NOT
ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR
INCIDENTAL DAMAGES, THE PRECEDING LIMITATION MAY NOT APPLY TO YOU.
VMWARE’S LIABILITY ARISING OUT OF THIS AGREEMENT AND THE SOFTWARE
PROVIDED HEREUNDER WILL NOT, IN ANY EVENT, EXCEED US$100.00. THE
FOREGOING LIMITATIONS SHALL APPLY TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, REGARDLESS OF WHETHER VMWARE HAS BEEN ADVISED OF
THEPOSSIBILITYOFSUCHDAMAGESANDREGARDLESSOFWHETHERANYREMEDY
FAILS OF ITS ESSENTIAL PURPOSE.

10. Indemnification: You agree to defend, indemnify and hold harmless VMware, and any of
its directors, officers, employees, affiliates and agents, from and against any and all claims,
losses, damages, liabilities and other expenses (including reasonable attorneys’ fees), arising
VMware vSphere Software Development Kit License 33 from your modification of the
“modifiable code,” the distribution or use of your Developer Software by you or anyone else,
and your breach of this Agreement.

11. Export Control: You acknowledge that the Software is of United States origin, is provided
subject to the U.S. Export Administration Regulations, may be subject to the export control
laws of the applicable territory, and that diversion contrary to applicable export control laws
is prohibited. You represent, warrant and covenant that (1) you are not, and are not acting
on behalf of, (a) any person who is a citizen, national, or resident of, or who is controlled by
the government of any country to which the United States has prohibited export transactions;
or (b) any person or entity listed on the U.S. Treasury Department list of Specially Designated
Nationals and Blocked Persons, or the U.S. Commerce Department Denied Persons List or
Entity List; and (2) you will not permit the Software to be used for any purposes prohibited
by law, including, any prohibited development, design, manufacture or production of missiles
or nuclear, chemical or biological weapons.

12. Data Privacy:
a. Consent for Collection and Use of Technical Data. You agree that VMware may

periodically collect, process and store technical and related information about your
device, system, application, peripherals and your use of the Software, including without
limitation: internet protocol address, hardware identification, operating system, application
software, peripheral hardware, number of active plugins and software development kits,
the successful installation and launch of Software, and Software usage statistics
(collectively, “Technical Data”). VMware will use Technical Data for internal statistical
and analytical purposes to facilitate support, invoicing or online services, the provisioning
of updates, and the development of VMware products and services. VMware may
transfer Technical Data to other companies in the VMware worldwide group of companies
from time to time.

b. Log Files. You acknowledge that correspondence and log files generated in conjunction
with a request for support services may contain sensitive, confidential or personal
information. You are solely responsible for taking the steps necessary to protect such

VMware vSphere Software Development Kit License 35



data, including obfuscating the logs or otherwise guarding such information prior to
sending it to VMware.

13. These terms are governed by the laws of the State of California and the United States of
America without regard to conflict of laws principles. The United Nations Convention for the
International Sale of Goods shall not apply. You may not assign this Agreement. Any
attempted assignment by you shall be void. These terms constitute the entire agreement
between you and VMware with respect to the Software and supersede all prior written or
oral communications, understandings and agreements. Any waiver of these terms must be
in writing and signed by the waiving party to be effective. If any provision of these terms is
found to be invalid or unenforceable, the remaining terms will continue to be valid and
enforceable to the fullest extent permitted by law.
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